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MITRE ATT&CK framework

Remote Desktop Protocol

Remote desktop is a common feature in operating systems. It allows a user to log into an interactive session with a system desktop graphical user interface

1. Mi oft. (n.d.)
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Podpora MITRE ATT&CK
IBM QRadar (SIEM) demo ukazka

= IBM QRadar

€ & d 2
. 42
B e e e e e e e e e e

Impact

iteral Persistence
Control Access
Filter rules by rule tests r 3 ) A c

Filter rules by MITRE ATT&CK

Manage mappings

Tactic

Tactic confidence

Technique
ice Execution

ounts

Technique confidence

//

A Gommand

or Powershell Has been Launched F

oma Rem

! Tactic ) Technique
. Rule Name ~ Tactic Confidenge ~ Techniaue Canfidence
IBM Security = o e



IBM QRadar [ g 2

Dashboard Offerses Log Actvity Network Activity Assers Reports Raksy Vuinerabiites User Arwytcs Wiatson 10C Manager Pulse Use Case Manager App Manager Raferonce Data Maragement

Filters °

Rule attributes

Select a template
Rule name
Tactic
confidence

Technique

Rule name ~ Tactic confidence

Technique

Enabled

A Hidden Network Share Has Been Added

Rule or Buliding Block(BB)

Free Online
Screen Recorder

IBM Security



Filters
LAY DU LT Y

Mor
Each checkbox includes multiple

\ tests
Other tests ‘\': Hover on each label to see the

containing tests
Ariel search

Custom properties

Domain

End point

Geographic

P

Log source types uUB rowsed to Government Wet
Network

Network hierarchy

Network hierarchy and context
Port

Reference data

Reference set

Threshold

Free Online
Screen Recorder

XForce

-
-
L0
Lo
O
@
O
wo
@
O
@

IBM Security




IBM QRadar
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Uplatnéni Diamond, Kill chain modelu

demo IBM i2, Resilient SOAR platform

QRadar detekuje incident
Analytik incident vidi ve svém TODO v Resilientu
Nasleduje predepsané kroky
VySetiuje pomoci i2 a ziskava data z mnoha zdroj(

Interpretuje a predava vysledek investigace
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nRresilient

Incident Type R iRl
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There are no attachments.
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Otazky a komentare

Zdroje informaci na webu:

ibm.com/security

https://www.securitylearningacademy.com/

https://www.youtube.com/ibmsecurity

Michal Gurtner, IBM Software architect

michal_gurtner@cz.ibm.com
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