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CO JE GREYCORTEX?

Spole¢nost: GREYCORTEX s.r.0., Brno

* 100% cesky kapital, profesionalové v IT a veterani kyberbezpecnosti (C|EH, CISSP, ...)

Cil: Pomahat ochrané podniku, uradu, kritické infrastruktury, vyroby

a provozu grida
* Prostrednictvim sledovani a analyzy provozu IT a OT (SCADA, ICS, Smart Buildings / Cities / Grids)

Produkt: GREYCORTEX MENDEL

* kombinace Bl, ML a Al

Historie: 2009 vyzkum (analyza bezp. videozaznamu - 3x cena NIST)
2013 produkt pro NTA (MENDEL)
2016 zalozen GREYCORTEX
2016+ spoluprace s univerzitami a dalSimi (CCD COE)
2017 Clen ESET Technology Alliance

Gartner Market Guide for Network Traffic Analysis 2019:
jediny dodavatel NTA v kontinentalni Evropé
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MENDEL: Posvit’ na sit’!

Plna sitova viditelnost a analyza dostupnych dat pro sitovou bezpecCnost

SEEYCORTEX



ZDROJE A SOUCASTI ANALYZY PROVOZU




ZISKAVANiIi A OBOHACOVANI DAT

Senzor: Zrcadlo provozu Kolektor: Prijem dat ze sité
ASNM, NETFLOW 5+, IPFIX a dalsi

«  SPAN / mirror port

« TAP nalince * rsyslog
+ Packet broker
Kolektor: Aktivni dotazovani
- LDAP/AD

Senzor: Automatické vyuziti provoznich

informaci z monitorované sité +  Reputaéni sluzby

« DNS/DHCP
» Sluzby, klasifikace roli zafizeni
GREYCORTEX agregator
Konfigurace systému (pfi uvadéni do *  Signatury (Open source, komercni)
provozu a zménach) «  Registry
+ Aktualizace

Politiky, segmentace sité a dalSi

SEEYCORTEX




AUTOMATICKA A ASISTOVANA REAKCE

Integracni pluginy pro fizeni firewalld a NAC
« Znami vyrobci, obecné fizeni

« Pfizpusobeni konkrétnimu prostredi
Zastaveni na firewallu

Prepojeni do karantény

Zavedeni a aktivace omezeni provozu
« Automaticky pfi detekci (s naslednym potvrzenim / zamitnutim)

« Maualné operatorem (potvrzeni nalezu)
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MENDEL: Co vidis?

Plna sitova viditelnost a analyza dostupnych dat pro sitovou bezpecCnost
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Sit’

VIDITELNOST: NAJDI, ZAPIS A MODELUJ

* Inventory: Umisténi, Addresy, ASN, Lokace

« Model: Cas, sité, sluzby, metriky

Koncové zarizeni
* Inventory: Umisténi, Addresy,
Sluzby, Protokoly

Model: Cas, sité, sluzby, protokoly, metriky
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... PRIANALYZE

S kym se tenhle typek bavi?
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63_135.22.5- \ “1971220, .. Host Information =
-
IP: i
-] bsmith.greycortex.com (10.22.6.224) o 00
Comment:
% David Crawford
Sensor: demo dcrawford_5253
MAC: david.crawford@greycortex.com
: I= 00:04:96:1d:4e:30 GreyCortex s.r.o
L % Subnet: @ private A (10.0.0.0/8)
g 8% 2%
> B B %
® 2% % B % 2 Whois
e LA Y % google.com USS Davis FPO AE 87159-2550
B © g
3 B 2 B & Tofiter jpvbld.com Puerto Rico
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DETEKUJ: ANOMALII, HROZBU, VYPADEK

Predpoved pfristi hodnoty sledovaného ukazatele
NecCekané vysoka nebo nizka, strojove periodicka

Hloubkova inspekce paketu 4w dow dow s a5 a4 a3 ae2 a4

Signaturni detekce

h

Korelace indikatort rizik a anomalii

Profilovani aplikacnich dialogu

VYkon’ |atence, saturace (] towweight [ Medium weight [Jl] Hich weicht
Supervizované strojové uceni

Doladéni citlivosti na odchylky ukazatelt
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... PRIANALYZE

Skenovani portu ve vnitini siti — rekognoskace sité

. scan: Internal scan-like behavior Ii[ ® Clase

Src 19 Dst 1P Src Subnet Service Protacol Flows Packets iData ‘Data ZEvent Date
i sem [ ————— TCP (6) 157k 157k 9432k Thu 12:35
Fiows - Reported timestamp: ‘ 4 | 2016-00-08 12:3528 | — | 2016-09-08 12:37:00 ] » | Search ‘ A |

- Src Packet Src Packet Src Data Dst Packet Dst Packat Dst Data

‘Src Host ||m Hast Protocol ] Src Port Dst Port  Service Il Count Lenglhl Length Coun Length Length RTT [s] |sv: Flags ‘D:t Flags ‘ End Time
+ a - [:] TCP (6) 62848 20 1 60 2016-09-08 12:35:29
4+ & - ] TCP (6) 64672 20 1 60 2016-09-08 12:35:37
+ a - [«] TCP (6) 65393 20 1 60 2016-09-08 12:35:44
+ & - <] TCP (6) 62884 20 ! 50 2016-09-08 12:35:29
+ a - o TCP (6) 63318 20 1 60 2016-09-08 12:35:30
+ & - ] TCP (6) 63263 20 1 60 2016-09-08 12:35:30
+ a - [«] - TCP (8) 65186 20 1 60 2016-09-08 12:35:41
+ & - <] - TCP (6) 65269 20 1 60 2016-09-08 12:35:42
+ a - [:] - TCP (6) 65428 20 1 60 2016-09-08 12:35:45
+ " - ] - TCP (6) 63692 20 1 60 2016-09-08 12:35:32
+ A mem e =] - TCP (s) 49265 20 1 80 2016-09-08 12:35:46
+ i semem <] - TCR (6) 64872 20 1 60 2016-09-08 12:35:38
+ 2 seaa [:] - TCP (6) 62968 20 1 60 2016-09-08 12:35:29
+ " - ] - TCP (6) 63866 20 1 60 2016-09-08 12:35:33
* 4 memm [«] - TCP (6) 64642 20 1 50 2016-09-08 12:35:37
+ & - <] - TCR (6) 64937 20 1 60 2016-09-08 12:35:39
+ a - [:] - TCP (6) 65245 20 1 60 2016-09-08 12:35:42
+ & R ] - TCP (6) 65225 20 1 60 2016-09-08 12:35:42
* i memm <] - TCP (6) 64956 20 1 50 2016-09-08 12:35:39
+ & - ] - TCP (6) 63171 20 1 60 2016-09-08 12:35:30
+ 2 mema ] - TCP (6) 65376 20 1 60 2016-09-08 12:35:44
* & wmeamm g - TCP (6) 65492 20 1 60 e S. sreeenes 2016-09-06 12:35:46
+ FQr—_— -] - TCP (6) 64834 20 1 11 I ) ) B B e £ F— 2016-09-08 12:35:38
+ i sese ] - TCP (6) 65032 20 1 60 5. s 2016-09-08 12:35:40
+ a - - ! - TCP (6) 62593 20 1 B0 e S, crererae 2016-09-08 12:35:28
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DOKUMENTUJ: ZACHYCENY INCIDENT

Ulozené fragmenty L2-L7 vrstev a metadata

* Priznaky

* Aplikace
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... PRIANALYZE

Komunikace pfes DNS tunel na IP adresu se $patnou reputaci v Ciné

n dns: Non-DNS or Hon-Compliant DNS traffic on DNS port Opcode 6 or 7 set
enas | ] [«] [+]=] [e]m] [»]

w-
1
0~ . . . . . . . . . . . . . ]
08:30 08:32 08:34 08:36 08:38 08:40 08:42 08:44 08:46 08:48 0850 08:52 08:54 08:56 0858
Sre Host Src MAC Sic Subnet Dst Host Dst MAC Dst Subnet Sic Port Sewvice Protocol IP Family Src Flags Dst Flags Tunneled ¥ Timestamp
Description
References
+ hitp:{lwww reatexpert comireport aspxmd5=as6ec0iSbd46132 11656 416e5965ed0
« hupi/lurt-blog snert ltiple-bi lag-field_29 hml
Signawre details Packet bytes
Signature D 2014701 (rev: 12)
Creaied 2016-03-10 (Modified: 2016-07-27) 64 31 34 61 64 32 34 60 64 32 30 34 SA 6D 57 B3
Severty: s €3 2D 60 DC 92 54 69 C8 05 90 OF 90 D3 36 44 El
Class Folicy violation a1
Watched ruie: alert udp SHOME_NET 19867 - any 53 36 3A 74 61 72 67 65 74 32 30 3A SA AS SB 31 AC A-
Properties: content: TP Yqwiz2t"; depths; byte_test:116,64,2; byte_test:1g,32,2; byte test:L&,16,2; threshold: type limt, court 1, seconds 120, track by_dst; 6itargetz0:ze[1~

BD F5 DE 71 CD 20 74 EO 8C 2F 22 87 15 1A E7 65 %6Rql fa./'...ce
1:q9: find_nodel:

31 3A 7L 39 34 66 69 6E 64 SF 6E 6F 64 65 31 3A t4iZ,lol:v4:Ulx.
liylig

View Signature Dstails

answn-o

74 34 34 SA BA CD F8 31 3A 76 34 3A 55 54 A4 02

31 3A 79 31 3A 71
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MENDEL: Co jsi nasel?

Ve skutecCnych sitich béhem prvni hodiny od spusteni

SEEYCORTEX



REZIDENTNI MALWARE

VPN Filter

 TOR agent ve vnitrni siti, obejiti pravidel firewallu

* Vnitfni sit volné zpristupnéna vzdalenému utoCnikovi
TOR
endnoint

L Server
* Probihajici enkrypce WannaCry I Workstati

* Nakazena stanice Cte a zapisuje podobny objem dat

Printer

===YCORTEX



ZALOHOVANI CITLIVYCH DAT NA
NESPRAVNY CiL

» Konfigurace zalohovani pouzita pfi testovani nebyla nasledné opravena a
citliva data (zaznamy pacientt) koncila na pracovni stanici uzivatele.

... back up my confidential data to
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VZDALENA KONZOLA SERVERU VOLNE
PRISTUPNA Z INTERNETU

Firewall nakonfigurovany pro pfedavani portd na adresu serverového IPMI

» Vznikl tak neomezeny pristup s moznosti instalovat software, navic nebylo
zmeénéno vychozi heslo vyrobce

Organization

Datacenter

===YCORTEX



CHYBNA KONFIGURACE TRAFOSTANICE

« Aktivni a zalozni systém si vzajemné poskytovaly sluzby namisto komunikace

s urcenym systémem. Vzniklo riziko nespravné funkce a ohrozeni dodavky
energie.

Power substation ICS
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MENDEL.: Tak to ukaz!

Demo, pokud se na néj dostanu...



CONTINUE HERE

https://[demo-mendel.greycortex.com/
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https://demo-mendel.greycortex.com/login.xhtml

DEMO DASHBOARD

Listopad 2019

s P s

Predefined filters:

Detection meth

M

; @
3
)

¢

Seniice Type:

Protocok:

i

‘ I

&* Dashboard

Overview  Perform ver Law

§53 Network © Events

A\ Incidents

Last login from 172.28.252.26 at 2019-11-27 15:34:11. Your current IP address is 37.48.8.62

Meonitored Network Overview (custom)

44.17 Mb/s 7.29 Mb/s
Upload Download
[ —
LT 1T 1 |
1 |
LA 11
‘ | I —
23.1 Mb/s 59.89 Mb/s
Internal Network
traffic throughput
"
[ ]
.

Map of Top Countries by Traffic

Host Risk Overview (custom)

1

22/2886
High Risk Hosts

Tap Hosts by Risk (custom)

B Hich
B High
B High
B Hich
B High
B High
B High

Host

0 jiangyin.greycortex com (10.22.8.85)

Qg fd00:dead:beef.eBd:576:dbff fbsE:d218

&3 rhea.greycortex.com (10.22.176.156)

0 peitha.greycortex.com (10.22.8.250)

!. westa.greycortex.com (fd00:dead beef e8a8:0:48a7-0:e8d)
0 alhiorix.greycortex.com (10.22.14.103)

0 1022828

(20
14k
93
210
12
12
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CASE 1 =LETHIC SPAMBOT

A Device in the Observed Network:
Queried external DNS servers (Google) for known-infected server names
Communicated via port 1123 to servers in Norway

Silenced traffic when the device was running anti-virus scanner and remained
silent for the next two hours, later resuming communication on port 1123

Communicated periodically to MS Hotmail service on port 25/tcp

SEEYCORTEX




Unsupervised
Learning

Outlier: high
number of
communication
peers & flows

Machine Behavior

SMTP Permanent
Communication
Anomaly:
Communicated
periodically to MS
Hotmail service on
port 25/tcp

Flow-based
Detection

— LETHIC SPAMBOT

Discovery Analysis

A new service on a
host discovered

Other

IDS rule matched
(Lethic SpamBOT)

External DNS server,
poor reputation Ips

High external DNS
traffic (1-2 queries
reached170)
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+ all ti0.5.1i88.38 = 109.236.82.99

CJ dl  10.0.168.28 217.22.12.94

Destination

1 Ports
—
ll R (10.9.168.38) Show source ports . w== UpZl.gyascun.ru (217.23.13.94]

il wifi (10.8.0.0/15) . s worldstream B.V.

@ c4:35:08:4b:ab:9a 00:00:5e:00:01:32

Flow Link: layer Networks layer Transport layer Application Layer
Protocol: TCP
Source Destination
Flags: ACK(30) PSH(23) SYN(1) ACK(48) PSH(22) SYN(1)

Port: 49330 1123

Average Minimum Maximum
UET (User experience time): 2.28 = £2.83 ¢ 0.045 = 7.60=
RTT (Round trip time): 0.164 = £0.098 = 0.026 = 0.276 s

ART (Server application 11566 s +11.28 ¢ 74.00 = 119.88 =
response time):

all  10.5.168.38 = 217.23.14.33
all  t0.5.168.38 - 217.23.10.118

all  10.5.182.38 - 93.190.140.73
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CASE 2-ET

A Device on the Observed Network:

Suddenly used a DNS tunnel and TOR network together, exchanging one
message

After 4 hours of waiting, it started opening port 445/tcp connections on multiple
external hosts

Tried to use CVE-2017-0143 (exploit MS17-010) on the connected host

=REYCORTEX




CASE 2—=ETERNAL BLUE




CASE 2 - DEMO

7 | exploit: ETERNALBLUE Exploit M2 MS17-010

Src IR Dst IP Src Subnet Dst Subnet Protocol Flows Packets Data  EZEwent

N Privat=C @ rmisc

& 192.168.1,192 == 105.128.136.183 [192.168.0.0/16) MegaFen

TCP (6)

<

Reported timestamp: | 4 | 2017-05-28 02:10i4% | — | 2017-05-28 03:12:27 Search Flip
Flaws Pears

Src Packet Src Packet Dst Packst Dst Packet
Src Host Dst Host Protocol Dist Port Service Count Length Count Length End Time

Src Flags Dst Flags

- 6.5k 2017-09-28

102.168.1.192 - RESE S . 02:12:28

Source Destination

18 Ports
. @ i92.168.1.192 Show source . mm 105.188.136.183

parts
@ Privats C(192,168.0.0/18) PJSC MegaFon

@ 52:54:00:1f:bd:7a “‘ d4:r=1:48:67:b2:25

Flow Link layer MNetwork layer Transport layer Application Layer
Service: SMBZ2

Applications:

Request Response

Status: 0 Status: 0

Command: NEGOTIATE Command: NEGOTIATE
Flags: O Flags: O
NextCommand: 0 NextCommand: O
MessagelId: O Messageld: 0
ProcessId: 0 ProcessId: O

Treald: 0 Treald: O

old. old.
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ZAKAZNIKEM DEFINOVANY DASHBOARD

Dashboard Hosts ‘Subnets Tops Security
Event categories (custom)
8
6-
A
Atjagpted admifistrator privilege gain
g
Not suspl Attempt: tion leak
4 Minor n leal
suspidh 13 .;us
0 ' '
013:00 Po 15:00 Po 17:00 Po 19:00 Po 21:00
Actual statistics
Risk Hosts

Events (custom)

236.08 k

Net Stats

Po 23:00

4k
™l =l .

k

0
Lis 28 13:00 Lis 28 17:00 Lis 28 21:00 Lis 29 01:00 Lis 29 05:00 Lis 29 09:00
Top Events (custom)
S Ewent Hosts
Bl  scan: Outbound scan-like behavior 2
a Repetitive connections (every 30 minutes in 6 hours) 171
a : Outbound scan-like behavior 9
B scan: Port scan-like behavior (local service discovery) 2
[ | IRC Nick change on non-standard port 3
| | Repetitive connections (every 30 minutes in 6 hours) 931
[ | Malware check-in on HTTP/S 75
E  malware: Win32/BrowseFox.H Checkin 2 2
B info: Session Traversal Utilities for NAT (STUN Binding Request) 5
B tojan: Suspicious User-Agent (MyAgent) 2
Bl  trojan: DNS Reply Sinkhole - Anubis - 195.22.26.192/26 3
B malware: PUA Win32/ShopperPro.A Checkin 3
Bl  current-events: Safe/Critx/FlashPack URI Struct .php2id=Hex 2
i current-events: Possible Safe/Critx/FlashPack Edwards Packed 5

&7
Incidents
1
656
121

13.6 k
4.1k
168

w

iESEEEEEEEEEN"-

~ow

Potentially bad traffic

Ut 01:00

Network

Events

Network Trojan

visdack

-4

Po 22:42, 5.21

Ut 03:00 Ut 05:00 Ut 07:00 Ut 09:00 Ut 11:00

Incidents Traffic

4.0k

1.7 Mb

Hosts - 1.51 k (custom)
3k

2.5k -
2k -

1.5k -

Lis 28 13:00 Lis 28 17:00 Lis 28 21:00 Lis 29 01:00 Lis 29 05:00 Lis 29 09:00

Top Users by incidents (custom)

c
&

Kelly Henderson (khenderson_4118)
Morgan Rasmussen (mrasmussen_1651)
Dennis Copeland (dcopeland_4012)
Geoffrey Mejia (gmejia_3516)

Kimberly Fox (kfox_1435)

Alexandra Walker (awalker_1000)
Jonathan Perkins (jperkins_4408)
Victoria Green (vgreen_3278)

Latoya Zimmerman (lzimmerman_1347)
Bonnie Peters (bpeters_1711}

Jodi Bradley (jbradley_1023)

vl Rae=[0EP

Monique Tbarra (mibarra_4633)

&7

Incidents

TR NN R W R R R NN e e

& % a u

Top incidents by country

v"J)
T
)
[
Memory Disk
17% 29%

Traffic - 1.75 Mb/s (custom)
40M

30M -
20M -
10M

0 ' '
Lis 28 13:00 Lis 28 17:00 Lis 28 21:00 Lis 29 01:00 Lis 29 05:00 Lis 29 09:00

Top Hosts by traffic

upgm-ipkam (10.22.244.11)

fd00: dead:beef:e8e8:c097:e0ff: h82: 1ee
caches (fd00: dead:besf:e811:0:48a7:0:1129)
fd00: dead:beef:3dd5:c8c5:3675:d75e:a15h
video8 (fd00: dead: beef:2e45:0: 48a7: 0:adf9)
video7 (fd00:dead: beef:2e45:0:48a7:0:ad11)
blanka (fd00:dead: beef:e811:0:48a7:0:3e8)
fd00: dead:beef:2e45:0:48a7:
video? (fd00: dead: beef:2e45
videol (fd00: dead: beef:2e45:0:48a7: 0:aded)

gooE”

e

Top Services by traffic

Sarvica

?

o7

&7

Traffic
81.17 G
19.39G
7.34G
582G

5.0G
487G
4.84G
467G
4.26G
352G

&7

Traffic



Detected Threat: Periodic Communication

MENDEL detected periodic communication with a supposedly legitimate IP-address. The

network metadata is classified as anomalous. Most likely, the user installed software with
unknown malware

. periodic: Malware check-in on HTTP/S El

Src Subnet Dst Subnet Service  Pprotocol  Flows  Packets  ipata Data  3Event

A wams B oes e & W WA | = softiayer HTTP (80) TCP (6) 18 188 7.85k 33.88k - - 1 -
Technolo -

L] HOSt . pPotoc  SrcPort Dst Port  Servi th ngth th
\ I I | I )| J ) || )| I \
T ] ey s o e [ e [ [ s [ s |
Flow Informations Metrics
mmmmmm : ART [s]:
rc MAC: S mme - DTT [s]:
st Name! Delay [s]:
st MAC: - Jitter [s]:
Famil N Max Delay [s]
1
St VI
terfa
unnel
tart Time: e
uration: . 227ms
eported Timestamp:
uuuuuuuu pe:
Request
Host:
Uri: S—— - | - —— —— - ——  —— — —— —
— . — - — ey — C——— e - - —e e e
Method: GET
tocol: HTTP/1
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Detected Threat: Excessive Q
Communication

This user normally communicates through 1 to 8 network services. But, the user’s device tried to
communicate through 39 services, and to 120 devices around the world including Brazil, Serbia,
Bosnia and Herzegovina, the United States, Singapore, and Japan. No similar communication
had occurred previously in the network.

. outlier: Entropy (ports) at Host
SSSSSSSS et - oo chets oa oa Zevent o

[ — T I ——
S Reported tevestar: | 4 | - e ==
o - e BH S GEnl chm Rl GER = .

[ Ii[ Ii[ || I ][ II[ ][ II[ II[ II[ I|[ II[ II[ ][ I ]
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Detected Threat: Serious Policy Breach

@

An exposed network device administrator with an unencrypted HTTP service resulted in an
illegitimate access attempt from China. This poses a high risk for penetration and misuse.

policy: Incoming Basic Auth Base64 HTTP Password detected unencrypted El
src 1P Dst IP Src Subnet Dst Subnet Service protocol Flows. Packets, 1Data 1Data SEvent Date
- [- 'I' CMCGRﬂLlP chinates & HTTP (8888) TCP (6) - voe
e
Flows - Reported timestamp: | ¢ | = [y H Search H Fip ‘
Src Packet Src Packet Src Data Dst Packet Dst Packet Dst Data M
Src Host Dst Host. Protocol Src Port Dst Port  Service Count ength Length Count Length Length RTT [s]  Src Flags Dst Flags End Time.
Flow Informations Metrics
Src Name: ART [s]: 0.007
Src MAC: L - - - DTT [s]:
Dst Name: Delay [s]:
Dst MAG: 0 somm o Jitter [s]:
1P Family: 1 Max Delay [s]:
Src VLAN ID: Signatures: 2006402, 2010019
Dst VLAN ID: 1
Interface: em2
Tunneled: 0
Start Time - -
Durati 1s 320m:
Reported Timestamp: - .-
output Type: 0
Request Response

Host: S Status: 404
Uri: [ ——— Content-Type: text/html
User-Agent: Mozila/3.0 (compatible; Indy Library)

Method: GET

Protocol: HTTP/1.1
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MENDEL: Co nam dava Al!

Jak to vidi zakaznici



Al'V PRODUKTU MENDEL

Je to nas vykonny kolega, ktery nikdy nespi a pomaha nam chranit se pred
kybernetickymi utoky

Ukaze nam rychlé i pomalé utoky, skryty provoz i vytrvalé hrozby
Al nas rychle zorientuje a vyhodnoti nam velké objemy nesouvislych dat
Soustifedime se na vyznamné nalezy, vidime skutecné odhalené hrozby

Takze my muzeme klidnéji spat!
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