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Aktiva: definice v ramci K|

c¢) primarni aktivum: informace nebo sluzba, kterou
zpracovava nebo poskytuje informacni systém kritické
informacdni infrastruktury, komunikaéni systém kritické
informacni infrastruktury nebo vyznamny informacni systém,

d) podptirné aktivum: technické aktivum, zaméstnanci a
dodavatelé podilejici se na provozu, rozvoji, sprave nebo
bezpednosti informacniho systému kritické informacni
infrastruktury, komunikaéniho systému kritické informacni
infrastruktury nebo vyznamného informac¢niho systému,

Vyhlaska o kybernetické bezpecénosti § 2



Aktiva: o co muzeme pfijit




Hrozba: kyberneticky utok, CR

Zdroj: projekt CYBERDEF
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DDOS L’ltoky

Zdroj: http://www.digitalattackmap.com/
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Metody l'lt?Olv(lol 04/2015

Zdroj: http://hackmaggeddon.com/

Attack Techniques ®SQLi
April 2015

“Unknown

2.3%

// 2.3%

“ Account Hijacking
“Malware
“PoS Malware
XSS
~ Brute Force
“DNS Hijacking
“ Rootkit
MITM

e — Malvertising
Fraudulent Transaction

8.0% 1.1%



14, 4'2015 DDoS itok: on-line poker
48  Betair, Unibet, PokerStars
' 17 4. 2015 - SQLi atok: fiocruz.br

zcizeno 1500 uzwatelskych jmen a hesel

#OpNuIIDenmark #OpBEAST

17.4. 2015 - SQLi utok: FAB Defense
hesla a detaily o mezinarodnich zakazkach

il 23.4. 2015 - MITM Gtok: SIGAINT
)}’s’ kompromitovani anonymizacni sité Tor
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Motlvace utoku’04/2015

TN

Zdroj: http://hackmaggeddon.com/

Motivations Behind Attacks
3.4% April 2015

® Cyber Crime
Hacktivism

“ Cyber Espionage

® Cyber Warfare




What ill do:

Il do anything for money, im not a pussy :) if you want me to destroy some bussiness or a persons life, ill do it!

Some examples:

Simply hacking something technically

Causing alot of technical trouble on websites / networks to disrupt their service with DDOS and other methods.
Economic espionage

Getting private information from someone

Ruining your opponents, bussiness or private persons you dont like, i can ruin them financially and or get them arrested,
whatever you like.

If you want someone to get known as a child porn user, no problem.

Product Price Quantity

Small Job like Email, Facebook etc hacking 200 EUR =0.737 B X
Medium-Large Job, ruining people, espionage, website hacking etc 500 EUR = 1.842 B X



Utoky cili na zranitelnosti

53 32 | . . Arbitrary commnands
8 1 | . Buffer overflow
277 11 | Crafted input
; Cross-site request forgery
N

Cross-site scritpting
Zdroj: projekt CYBERDEF
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Zdroj: projekt CYBERDEF




m Ostatni

® Man-in-the-middle

m SQL injection

» Buffer overflow

m Cross-site scripting

" Unknown vectors

m Directory traversal

m Cross-site request forgery
Crafted input

» Arbitrary commnands

Zdroj: projekt CYBERDEF




Zranitelnosti z Sedé zdny

Search for: xss Search! |Extended

Search for xss. Search results: xs5: 761 Results 1-10 of 629. Search took 0.518 seconds
Sort by: relevancy | last modified date | fitle

Stenlt MASK YOUR
hosfing’ FHALL

LICENSED AND

iPhone 6
only $399.

ANONYMOUS

in JOR

1. New-Crew - SQL Injection / X88 /LFI/ RFI /efc... [7.212% ]
.. New-Crew » Websecurtty SQL Injection / XS5/ LFT/ RF1/ etc... Benutzer, die ... Forum abonmeren SQL Injection / X85 / LET/ BT/
etc... Thema / Verfasser ... Scripting — Sqli — SQL Injection / X585 / LET/ RFL/ etc... - Anonymitét — ..
® http://b33gekobutigphvd onton forumdispl.. - 15438 bytes [text/html] - Thu, 21 Aug 2014, 13:00:35 B5T
[Cachad conr]

2. New-Crew - SQL Injection / X85 /LFI/RFI /efc... [ 7.212% ]

.. New-Crew » Websecurity SQL Injection / XS5 /LFT/ RF1 / etc... Benutzer, die .. Forum abonnieren SQL Injection / X85 / LET/ RFT/
efc... Thema / Verfasser ... Senpiing — Sghi — SQL Injection / X85 / LET/ RFL/ etc... — Anonymitdt — ...

Zdroj: Torch



0-day zranitelnosti

Index =» Special Offers & Free Samples
» MyBB 1.6.12 5QLi Vulnerability - Works on all versions (Oday)

Pages: 1
Timmy

Vendor

o

Registered: 2014-01-31
Fosts: 404

2014-03-25 05:29:57 #1

Exploit :
search.php?action=results&sid[0]=0afaea732cb32f06fa34b1888bd237e2ksortby=Rorder=
Demo :

http://community.mybb.com/search.php?action=resultsé&
sid[0]=9afaea732cb32f06fa34b1888bd237e28&sortby=Rorder=

Error :

Warning [2] mysqli_real_escape_string() expects parameter 2 to be string,
array given - Line: 874 - File: inc/db_mysgli.php PHP 5.4.19

-1~dotdeb.1 {Linux)
Exm :

http://my-bb.ir/search.php?action=results&sid[0]=9afaea732cb32f06fa34b1888bd237e2&
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